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Third Generation working?



National Risk Register 

(Assurance matrix)

Impact measurement (T and H series): fatalities, casualties, social disruption, economic 

disruption, anxiety, outrage.

Training in Crisis management / programme management scenarios to reduce volatility of 

Consequence management sackings

Distant horizon scanning leading to capability development  to reduce and mitigate future 

risks/vulnerabilities/threats

“Golden 24 hours (or less)” – credibility of the message

The ‘Playbook’: the guide to actions (your head will know how heavy your ass is when your 

neck is in the noose!)



The Contestable Domain of Cyber Space
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This 9x5 grid represents the contestable cyber domain capable of being 

attacked. All these 45 intersections need to be protected in a truly 

secure IT environment, and not just networks and transmissions. There 

is no threat where there is no vulnerability. Cyber is also the future 

potential attack vector against space-based platforms such as satellites.

AVOID – DETECT – SURVIVE – RECOVER



What’s the question?

Business continuity

how would you operate 

if the internet stopped 

for a week/month?



The Legal Cyber Environment

What are the threats?

What are the attack types?

What needs to be done?



CRIME (You or the ‘insider’ threat)
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What does the current ‘battle damage 

assessment/big data analytics tell us?

Cyber crime during COVID

Company responses

Home and corporate networks



Crisis and Consequence 

management for the future

Distant horizon scanning – what plans are required?

Preventing a cyber CAR crash (cyber active resilience)

Scenario exercising your responses during disruptive

challenges 










