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FOREWORD FROM LPM’S EDITOR-IN-CHIEF:
RUPERT COLLINS-WHITE

FROM HERE TO
TECHNOLOGY

hen | think of SME law

firms in a general sense,

‘artificial intelligence’ isn’t

a phrase that Freudianly
pops into my mind. But the news in this
LPM Legal IT landscapes report is that
I'm wrong.

A hefty chunk of SME legal has
switched on to the Al revolution: a third
of our respondents said they'd be using
some form of Al or machine learning
technology within two years. That
sounds far-fetched but it’s not - this
technology will rapidly become
commoditised and available over the
internet as a service, of that I'm sure. By
2019 the question will likely be: “Why
shouldn’t you use it?”

In so many ways, SME legal
businesses are pushing out into
technology that used to be purely the
preserve of big law firms and, in some
ways, are miles ahead of them. An
example: most big firms we surveyed
for Briefing’s version of this report do
not use video to communicate outside
the firm - whereas more SME firms do
this than they do for internal comms,
with 33% of people saying they do this.
That’s far higher than big law.

But there are also a few areas where
SME law firm managers need a kick.
One is information security, because
while everyone told us that
cybersecurity is on their board agenda,
and most have anti-hacking solutions,
the perceived level of threat is way off
base. The threat is real and significant,
and it seems this simply isn’t yet
recognised.

Another is readiness for the GDPR in
2018. | may be wrong - it’s been known

- but | don’t believe law firms
understand the reality of what’s going
to have to change for them around data
protection and retention. This isn’'t just
based on anecdotal evidence; we asked
respondents to tell us where their staff
store emails and documents not related
to matters, and the results were wildly
varying and often frighteningly
insecure. This behaviour alone will be
the kiss of death under the GDPR. It will
also not please the SRA. Law firms
simply must up their game around this
matter, and there is precious little time
to do it.

In the round, though, this report
shows that SME firms have an appetite
for the cutting edge - now they just
have to embrace it across everything
they do. | hope you enjoy LPM Legal IT
Landscapes 2017 as much as we
enjoyed researching it. And thank you
to everyone who helped us by
responding and commenting - we hit
100 responses and therefore can
donate £250 to Shelter this year.

T ——

‘ ‘ SME firms have an appelite for
the cutting edge — now they just have
to embrace it across everything

they do. , ,

Rupert Collins-White
Editor-in-chief

LPM magazine
rupertw@lpmmag.co.uk
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COMMENT ON THE RESEARCH FROM OUR SPONSORS:
GEOFF HORNSBY, GENERAL MANAGER EMEA, IMANAGE
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OUT WITH THE OLD,
IN'WITH THE NEW

n this report, 45% of respondents

say they will be investing in a

dedicated DMS in the next three

years. Firms should think twice,
however, before selecting just any
old DMS ..

The legacy dumb data store is dead.
Forward-facing firms are investing in
the next generation of smart DMS.
Firms should look for a DMS that
doesn’t just manage all their critical
documents and emails, but is designed
from the ground up to be smart, agile
and intelligent. The next generation of
smart DMS is leveraging Al, machine
learning and other analytics to help
professionals work faster and smarter.
It has a light footprint and promotes
global working. It's designed to work
the way lawyers work and has the
modern, clean and easy-to-use design
you would expect in 2017.

Over 80% of LPM Legal IT
Landscapes respondents feel that
mobility is the key to enhancing
productivity, so firms should also look
for a smart DMS that provides secure
access to data anytime, anywhere, on
any device — whether connected or
disconnected. Additionally, client
collaboration must be a simple, secure,
one-click built-in part of the DMS.

On the subject of security, most firms
in the report indicated that they have
technologies in place to protect the
firm from cyberattack. Increasingly,
however, perimeter defences are not
enough, as phishing attacks can give
hackers legitimate credentials that
allow them access to the files residing
on company servers. The next-gen DMS
also has a built-in, self-learning immune

system to keep sensitive client data
protected and governed.

Meanwhile, on the data privacy front,
over half of respondents believe that
they will be ready for GDPR. Having
the right DMS can be the difference
between compliance and non-
compliance with this new regulation
and its numerous requirements around
how client data is handled.

No discussion of technology would
be complete without mention of the
cloud, which provides one last
opportunity for commentary. The
survey found that 33% of respondents
believe their DMS to be cloud-based
already. The legal community is on the
cusp of benefiting from the same
‘modern cloud’ technologies that
leading internet companies such as
Google, Facebook and Amazon use.

Modern cloud is the enabler to
produce an elastic, intelligent, self-
learning and self-healing system that
instantly expands to capacity as
needed, and simultaneously delivers
control, value and protection. This has
gone past the days of dumb data in a
legacy ‘true’ cloud and into a new era.

Make sure you choose a DMS
designed for the modern business.

T =——

‘ ‘ The legal communilty is on the
cusp of benefiting from the same
‘modern cloud’ technologies that

leading internet companies such as
Google and Amazon use. , ,

iManage

Contact Geoff on:
0203 667 5760
www.imanage.com

@ iManage
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COMMENT ON THE RESEARCH FROM OUR SPONSORS:
CHRIS JEFFERY, DIRECTOR, LEGAL MARKETS, THOMSON REUTERS UKI

CHECK YOURSELF BEFORE

YOU TECH YOURSELF

he pace of technological change

in the top 100 law firms can be

taken for granted, to an extent -

but it's encouraging to see that
a willingness to explore new solutions
and try new approaches is thriving at
the SME legal level.

LPM’s Legal IT landscapes 2017 report
presents a mixed picture, but there’s an
underlying recognition that technology
is central to a firm’s ability to grow - a
fact that will become ever more stark
over the next few years.

The picture becomes mixed when
SME firms try to form a clear idea of
the most impactful areas where they
can adopt technology. The vast
majority of law firms keep their IT
operations in-house, and most firms
also leave them in the hands of
‘non-lawyers’.

Certain key indicators are compelling:
over a third of SME law firms are
planning to use some kind of Al within
a couple of years, and another 31%
within five years. Almost all firms are
sufficiently worried about
cybersecurity. And, as a group, SME
firms recognise a gap between the
level of automation in their practices
and the amount of work that could
potentially be automated.

However, what isn’t clear is that firms
have identified the most efficient and
impactful strategy to address these
aims with technology. It’s telling that a
majority of firms now have some kind
of web-based portal that allows them
to share case or matter information
with clients - a welcome tipping point.
But if SME firms have embraced tech-
enabled client collaboration in the

matter management space, why not
automation, with self-serve contracting
portals? Why not integrated, automatic
time recording? Why are a third of SME
firms still relying on manual spread-
sheets to generate their business
intelligence metrics?

Although the legal IT landscape is, in
part, encouraging, there is significant
room for improvement - which will only
drive growth and profitability for fee
earners. Firms need to focus on those
areas to which they devote most of
their time, and find incremental
improvements wherever possible:
document automation, matter
management, time recording and
legal research offer quick wins.

A commitment to adoption in these
areas will have a real impact on SME
firms’ success.

T I——

“ Firms need to focus on those
areas to which they devote most of
their time, and find incremental
improvements wherever possible —
document automation, matter
management, time recording and
legal research offer quick wins. , ,

Thomson Reuters
Contact Chris on:
0207 202 1220
legal-solutions.co.uk

THOMSON REUTERS
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COMMENT ON THE RESEARCH FROM OUR SPONSORS:
JANE PRITCHARD, CHAIR OF THE TIKIT PAW USER GROUP

WORKING ON THE
SAME WAVELENGTH

t’s encouraging to know that the

majority of SME firms don’t have a

lawyer heading up their IT planning

and business delivery - because
why would they (p18)? Conversely, one
would not expect an IT manager to
provide legal advice.

However, we are still surveying legal
practices and some of the responses,
despite not being from lawyers, are
without doubt somewhat bullish.

When asked about GDPR, for
example, | would not expect the
majority of firms to admit they would
be unlikely to be ready for a significant
statutory change in regulation, which
could result in colossal penalties. Only
28% of firms surveyed have a
dedicated DMS and the vast majority
of firms admit they don’t store their
non-client emails there - even if they
have one, they are knocking about
unlabeled on an exchange server. With
this given, are the 68% who confirmed
they will be ready for GDPR in 2018
naive about what they must deliver?

If that is the case and the responses
to this survey are at best guarded,
what can we glean about the future of
legal IT in the short and medium term?

We agree we need to be more
mobile, move to or continue to work in
the cloud, to be more agile and work
with hotdesking, have better
communication with our workforce and
clients, and to improve the automation
of our legal practices.

The answers to the ‘'magic wand’
question (not in the report) always
provide good insight into what
challenges SME firms are facing right
now. It seems those surveyed consider

1 ——
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‘ ‘ Only 28% of firms surveyed
have a dedicated DMS and the vast
majority of firms admit they don’t
store their non-client emails there
even if they have one, they are
knocking about unlabeled on an
exchange server.

we need to be more productive with
better efficiencies, record better data,
do more with the data we record,
improve time recording, give fee
earners more admin, give fee earners
less admin, delegate work better,
record outcomes better and automate
our services/improve workflows. Not
much to be getting along with, then.
It’s a long list but | think the comment
received that best sums up the mood
is “work smart - learn to use the tools
at your disposal.”

What tools do we in SME firms have
at our disposal? Furthermore, what
should we consider essential pieces of
kit, without which we won’t move
forward in 2017? To me it’'s a no-brainer
- we need to capture, label, store,
manage, secure, communicate, and
produce data from an agile DMS, which
can incorporate all our accounting and
case management functionality. Link
up to an integrated CRM, host it all in
the cloud and your infrastructure is
sorted. What to do on the seventh day,
you ask ... collaborate with your peers
on project work plans to ensure you
share and grow with the firms at the
cutting edge of the marketplace.

Tikit Group
Contact Jane on:
0207 400 3737
www.tikit.com

kit

LEGAL PRACTICE MANAGEMENT


https://www.tikit.com/

How

modern legal
professionals '
work

iManage Work 10 was designed by talking to lawyers
(not engineers) to make you more productive.

+ The documents and emails you need are
always at your fingertips, quickly and securely.

+ You get one consistent interface for your
smartphone, tablet, laptop and desktop.

« Al-enhanced smart features like document
timelines and personalized search adapt to

your working style. -
Learn more at imanage.com/Work10-SME \ o

Cm/ iManage

=

Documents Emails

Recent Documents
214 items

Today

@ Memorandum and Order.docx
#5370 | Gl 108

week

ACME 2004 Audit Report.docx
" | ; |G

Purchase Agreement Contract Ren...
B | 108, :

Asset Purchase Agreement, Aladdint .
|

ement Aladdin C ,


https://imanage.com/product/imanage-work/




(s s

t's been Two yvears since LPM last

publishoed Legal 17 Landscapes - and

Lhie scenoery of Lhe legal marsel has

changed enormously oves that pericd.
Despize considerakole ceoate over whether
firms wou d embrace the Lecal Services
Act, over 280 alterrative business
stracTares woero licensod for SME firms
b oweooa 2015 and 2016 - irclodirg Lhe
LK's argest emoloyee-cwhned firm,

Furthermors, [dst as the beast of
uncertainty setted after the Jiranc’al crisis,
it reared its ugly head again after the UK
vorod to cave tTho Buroocarn Unlon. 175 still
unkrewn whoe her Broxil will have &
significant impac: cr SME legal basiness
but whao's 2o say what effect it mght have
an <lient pressures?
wehat s certain, however, 's that the Fl's

upcoming informationr security regime will
apply Lo UK basinesses, Broxil or no.
Britain will still be a member of the bloc

when the General Data Protecticr
Rogulaticr comes inte of oot in May 2018 -
aad assur-ng organ’zations will sl wan.
to do basginess with Tne single marke?,
they' | nged to show “hay've meeting the
zame starcards of data privacy and
protection, The GDPS Is more frighzful still
when you consider the throat SME
businesses Tace Trom digilal oriminals
compared even to two years ago

whether they realize i or not,

BuT cespite thesze challanges SME lzgal
businesses have an erormous GREROoriuniTy,
right now, to ermbrace the rovolationary
chanage thel lechnology can provide ard
reap a compelitive advantage as & resdlt
Dur latest research shows that, whie there
is a cartain amount of resistance to
techrolocy, there is also a surprisirc
zooctite for change and a willingnoss
amorace logal tech scelutions tha. will
make legal businesses more agile, resilient




Do you agree or disagree: Mohility
technologies are now fundamental
to making law firm people more
productive.

2%

6%

z7d comperitive.

FLEXING YOUR TECH

SME frms are certairly n agreement that
tech makes businesses maore agile -
reflectirg a growing appetite among
amplovees to waor« from home arg on the
g0, and in frms to changs working
mcthods, Moro Lhan Tour-Tifths (81%0 of
resoondents agreed or strongly agreed
that: "Mobility technologies are now
fundamental to making law Tirm pacols
maore arcductive,” This rasult is, parhaps,
Jnsurprising 'n e world whoere ermployoees
axprocl greawe:s Mexibilily in Lheir woerking
lives and businesses are keen to better
Jdtilise amiployas time away from the office,

Melizsa Butler, practice manager as
Loncon firm GREM Law, zgraes that mobiity
zselutions are vital to ensuro groator
prroductivily frorm lawe Tirrm workeors,

“Flexib e working is the future  becadse
of the nature of Techology. pecple aren't
cnained o their dasks and tney can do so
much mare on the move, including
documant creaticr, caso file management
aad Lima enlry, Resldcing reohilily is
encrmods 'y codner-productive, because it
alierazes emoloyees that want a better
work-lite balance and means the business
isn't iving up to its potertia ”

Dospito accopting the valuo of mokility
Lechnoloay, voery Tow SME Tirms have yo
embraced the benefits of hoidesking cr a
traly agile working set-Jdp. According —o our
resdlzs, only 13% of responcents said thaz
they: "Currently have s'gnificantly (»10%)
more sple than desks for thom to sit 2t

A significant poerdon of SME Tirms also
zeem Jdnwiling o embrace agile working ir
the future comoared to the uoper echelcns
of legal: over & quartes of raspondents
{79%) said thev'd nevar emp oy mora
poople tnan thoy havoe space for, while no
ane in Briefing Logal 1T Lendscapos - our
sister magazine's report of legal Zech in top
120 firms - suggestad that, Parhaps These
SME trms are in cenial albodt the ‘romadic’
future thet legal is antering, o may have
ambraced some fors of mooaile working
baul simiply car'l =ec & dmoe when law Tiee
wortkers won't operaze frorm o™ices,

B,

T 42%

But a rezlly significant chznge is coming
fast for most of SME logal - two-thi
(EE%Y of resoondonls said Lheir Tirees will
employ significantly more peoole than they
can accemmodate within five years, and
ancther 6% wil within a decade. SME firms
have, urdoubrtedly, come round to the cost
saving ard cllonT sorvico prospects of aqilo
weorking sel-ups.

Gecrge Bisncugh, maraging director of
hew model” firm Cxcello Law, agrees:
“Tecnnclogy has erak ec the industry to
work in a truly agile fashion, Many of
=xcel os cmployees, for cxample, work in
Lhie bearl of busiress cormmunides and have
real flexibi ity to meel with clients as they
wish, They car work from their premisas, if
that suits, or wark with cther workers in our
regional office hubs, Agile waork ng delivers
aroator flexibilizy, fairer rowards for
employees, and belior access Lo gqualily
aga expertise al a more competitive cost
for ¢lienzs.”

RULES OF ENGAGEMENT
17 for lowws that communicat’ons selutions
weould bo imporlant Lo SMz Tirms - o
ersure that where emp oyees goe, consizient
cl'ent servica follows, Our resdlts, howeaver,
sJdggest that a key interaction technolocy -
video communicat'ons - is significantly
underused i thoe SME market, particularly
b COrmpraraa LoD graar [rrrs.

Chver a guacter of respondents (28%) sald
moest people in their firm car use ceskioo-

Technology has enabled the
industry to work in a truly agile
Jashion. Agile working delivers
grealer flexibilily, fairer rewards for
emplovees and beller access o
qualily legal expertise al a more
compelitive cost Jor clients.

George Bisnought, managing director,
Excello Law

@ Strongly disagree
@ Disagroe
@ Undecided
Agree
Strongly agree

39%

Does your flrm have significantly
(>10%) more people than it has
desks for them all to sit at?

® No

Over what timescale might your
firm move to a point where it
employs significantly (>10%) mare
people than it has desks far them
all to sit at?

-

18%
Z5%

2 9 .

@ Within 12 months

® Inside two years

® Insicle five years
Inside 10 years
Mever

LAl EAD 7 ARSI



to-desktoo viceo communication for
interral video comms and 36% said tno
sarne for exoornal comme This is porbisps
becadse SME frms nave less need for
interral comms thar top 100 firms (of
wlch, 48% have access) since many
operate from one office or gecarzphically
close locetions. But thoso without are
corlairhy rmissiayg an cpoorlunioy fToer clienl
engagemert  particu arly those with &
signficant private cign following that
could use video for long-distance, face-to-
face meet'ngs, in a waorld whera clients
incroasirgly exooct bottor communication.

Mick Lakhan, Maance direclor al souh-
szt fire ASE Law, zays the lack of
engagemert with video comms amerg
SME firms is because they've yet 1o
understand tha benefizs it car provide.
“Thore's plerty of potontial for video
cormmonicalions in smell and moedium-
sized firms, but here's s2ill a lack of
understanding anc awareness around s
tunctionality. IT direciors/managers need
o ke proactve in selling the benefits of
this techro ogy to decision maxers 'f thoey
wanl Lo improve clienl angagement and
seclqe a compelilive edge”

CLIENT CONNECTIONS

Butin a warld where cllents expact
cater communicat’on from firms - anc
asirgly weal Lo be conlacied digilelly
wilty has the market not embraced &
client inforrmaticn syszem like customer
relationship management? Fawer than half
of respondents (43%) said their firm nas 2
CRM systor, whick may be bocauso feo
carnars gre sUINmmensely proceclive of
access to clierts. This means, howewver,
that firrms are m'ssing key opportunities to
cross-sel . further engage clients with
market ng emall campaians, and mzke the
busincss more officiont oy making cliont

dals acce I across Lhe busingss,
But ouar results show that the market's

appetize for CRM s ircreasing - four-fitths
of respondents said ther tirms will adopt a
CREM systerm within five yvears, just owver
half (51%) will in fact co so within twe.
A whal aboul wob porlals? Fowor
thar Falf of odr audience (48%) reoortedly

5%

28%

Can most people in your firm
use desktop-to-desktop video
communications for internal
comms?

67"

® Yes
@ No

® Don't know
Can most people In your flrm
use desktop-to-desktop video 2
communications for external
comms, including with clients about
work in progress? 3 6”
[+

o1*

®Yos
@ No
® Don't know

There’s plenty of polential for
video communicalions in small and
medium-sized firms, but theres still a
tack of understanding and awareness
around ils functionality.

Mick Lakhani, finance director, ASE Law

T AN MR



Does you firm have the ability to
share case or matter information
with clients through some form of
web partal?

© Yes
@ No
@ Don't know

48% | 51

don't have the ability to share case or
rmattar informaticr with <lients through
socme form of wed porial, meaning the
majority are missing a key ocoportunity “or
clicrt-firrn collzoorat’on - driving
afficiencies by ousning ool work Lo he
cliert, who can pJat infermation straiaht
into client informat on systems,

Butler at GRM Law says: "Everycne these
davs has a davica 'n their hand and they
ot to keop ap o speed with thoir caily
li CThiey wan, Lo be able (o send
information instanty, rather than converse
aver the ohone or print, fill in. scan and
serd a docurnent. But that alzo nas key
benefits for tae firm, since emplovees dor't
havo to spord time rekeying inforration
irlo Lhie syslom and checking Chal Lhey've
done so accurate y”

MNeil Startup, pracTice manager at sodth
Wales firm DWW Harris & Co, adds: "Portals
zre2 a good idea, but there needs to be
carcful planning and considaoration in Terms
ol whao Lthe clienl can do and bow hoy can
aJdzherticate access  for instance two-part
aJdzhertication. Whazt | would be worriad
aoodt from a risk oerspactive is it you were
te send a simole nassword via emai - but
thon people could accoss that who
shioaldr’l e parly o sensilive nformelion.
Security woel d be abscldtey essential to
any strategy to allow web porial access to
odJdr data”

GDPR OR GDP-YOU AREN'T
[afor=aden corpliance was, unsurprzingly,
& key ‘zsue in the SME legal sectoer last year,
and tha CL's General Data Frotecticr

Regu aticn wil come intc effect by May
2018 - which could mean fines of up o 4%
of global annual turnever for firms that
aron'L complanl. Mews Trom e grapoevine
certainly wasn't promizng in 2006, as SME

Does you firm use a customer/client
relationship management - CRM -
system?

o Yes
® No

43%

Everyvone these days has a
device in their hand and they use il
o keep up lo speed with their daily
lives, They wanl Lo be able (o send
informaltion instantly, rather than
converse over the phone or prini,
Jill in, scan and send a document.

Melizsa Buller. praclice manager, GRM Law

firrrs and the sapplicr community attosted
Lo Lher diffically of corrplying wich hoe
GDPR in such a snort space of time— yet
our resdlts are wildly out of Kilter with “hat
noticn ard sdggest either SME tirms are
focling thamselves thay're ready, or don's
ot know how roucn they'l have to manags.

Creer ball of respondenls (56%) said Lha
relevant pecp e in their frm understocd the
‘moact of the GEPR on the kusiness, while
58% of respondents said taeir firm s reacy
to treat personal/ind vidual data in the
‘correcT ways. Porhaos tho market is
confused sboeul che realilios of Lhe EL's
‘nrormeaticn security regime anc whether
t's ready for it

Cemma Garen, head of guality and
compliance at Essex firm Ellisons Solicitors,
says the market may well bo overconfident
mils alliluds Lo Lthe GEPR. "MNo one kaows
exacty what the GDFPR ‘= going to entail, so
the icea that so many people helleve
they're ready to treat irformation in The
correct way seems wrong. Tney may wel
b optimistic about thoeir abylity to hand ¢
Lkl irformaion regise, bul o juslily Lhis
confidence tney shodld ke investing in the

® Don't know

Over what timescale might your
firm adopt a CRM system?

@ Inside 12 months

® Inside 24 months

@ Inside three vears
Inside five yoars
Longer/never
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Do the relevant people in your firm
understand the impact the EU’s
General Data Protection Regulation
will have on the business?

@ Yes
@ No
® Don't know

i

What kind of document
management system does your firm
have or use?

1%

58%
® Dedicaled documenl management solulion
@ Solution part of another system,

such as case management
® Mone - file system or a file server
0 Olher (please spacily)

Over what timescale might your
firm buy a document management
solution?

o G X
14%

17%

Will your firm be ready to treat
personal/individual data in the
‘correct’ way in line with the GDPR
or a close equivalent by May 20187

@ Yes
® No

5%

7%

right pecple and, perhaps more imporianthy,
che right Zecknology.”

However, T1is raises the quest'on of whichk
soldtions frms should invest in to soften the
EUs regulatory blow? Ono answor is
docarment I'T]'c"]{-]g{!"ﬂ()[]i. S;‘_-.-’SI.LIITIS.

Sammartha kaines, director of risk and
compliance at Midlands firm Lodders
Salicitors, says the lack of a documens
management solut'on could cadse problems
for SME firms: "Complyirg with tho GDPR is
goingg Lo oo meeh easior for Drmes il Lhay
store their commuricazicrs electronica ly
and know where it all is. The right tc be
forcotien is going to ne especially
challenging, becadse if you have a request
and need to deleto iInformatior but can't
fieied o, Lha. could cause a problem.”

Fortunately, orily a tenth (1% of
respondents said tagy had ne kind of ODMS
and the resulzs show that there is

\
14%

15%,_¢

@ Inside the next 12 months
@ Inside the next 24 months

® Don't know

o [»]
il

considerable appelize for adopting a DMS.
Gut just 21% are planning to acoot a DMS
by “he time the COFR comes irto effect -
50 a sign ficant portion of SME legal may
vetll fingd GDPR compliance diff culs And,
compliance eside Tor a momenl, legal
businesses could benefit enarmously from
implementing less-paper (f 7ot paperless)
offices as a means of recucing costs

znd improving collaboration across

tho basinoss.

B porhaps more dizourking =0l ir
firms’ DM5s don's have an ares where
a~moloyees car store communrications that
ara unrelated to 2 specific matter, they
may be sett'ng themselves up for risk and
compliznce fallures as waell as information
seodricy issdaes, Qur resulls suggest that
sIoring non-matter-relazed
cornmurications is a disturk’ agly ranco™
affair in SME laww firms, with unre ated

N

24%% | 7%

@ Inside the next five years
Longer

@ Inside the next three years @ MNever
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AUTO ADVANTAGE

Acceording to our results from this year's
LPM Legal IT Landscapes, SME legal still
isn’t very automated as an industry, On a
scale of zero to 10, the weighted average
of how automated legal work is within
SME firms is just 4.3. But there's clearly
room for improvement - because on the
same scale but asking how automated
SME firms could be, the weighted average
was a whopping 7.1

On a scale of 0-10, how automated
in legal work in your firm? O is

not automated at all - 10 is highly
autoemated.

And if firms are looking to further
automate their businesses, the answer
might just be adopting artificial
intelligence. Though only 7% of the
sector currently uses Al, the rise of the
machines is coming fast - just under two
thirds (65%) of respondents said their
firms are planning to adopt Al within five
years, and a further 14% said they'd have
it within a decade.

On a scale of 0-10, how automated
do you think legal work could be in
your firm? O is not automated at all
- 10 is highly automated.

4.5

What law firms could achieve

Over what timescale do you think
your firm will be using some form
of Al technology or machine
learning technology?

W 4
7% 9%

& Already using
@ Within the noxt 12 months
@ Within the next two years
@ Within five years

Within 10 years
@ Nover

05 14%  14%
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1

Time recording (59%)
Case management (58%)

Document management (57%)

2 3

Practice management (55%) CRM (51%)

Digital dictation (55%) HR software (49%)
Stamp duty land tax (55%) Records management (47%)
Email security (53%) Matter management (46%)




1

Within what timescale will your firm move the
following systems It has Into the cloud, or buy
into these systems as cloud-based sclutions?

1.4 %
Inside five years !

Inside two vears [
Within 12 months [
Already there v
Practice Cther finance
management  systems

communicztions baing stored on a ranga of
sysTems - Trorm PMSs to sitting in Qutlook.

ON CLOUD NINE?

One area of technology that SMLC frms
traditicrally haven't trusted for effactive
information secdrity, howevar, is fas:
float'ng thoir way - it looks like wo're ir for
a cloudy Tulure. Our evidence shows ha.
hetween 25% and 36% of responidents said
that their firms already have an array cf
legal systems 'n the cloud - an enormous
improvement an LPM's last Legal IT
Lardscapes report, whon no rospondaents
already nad significans sysloems in Lhe
clodd. Farthermaore, chly 2%-17% of
respondants sa'd they'd rever move
solutions sdch a@s docurent or practice
managemen: to the cloud or buay ther as
part of a cloud-basce solution. SME leaal
has, Tor Lhe mos. oarl, emoraced Choe idoa
of cloud sterage &s & means of cutting
overbeads on expensive servers anc giving
thamselves the flexiklity to wark remaotely
and the capability o expanc their [T
infrazTructures casily.

Tahalha Forboes, caiel informaltion officer
at East Anglia firm Ashtons Lega , says:
“Cloud is o good thing - there was a certain
amrount ot cadtion abous it a few years ago,
but tha 33A and Law Sociaty are beh'nd it
and firms are stariing to realise its boenefits,
Coud enables legal businesszes o improve
their services, deliver efficiencies and
provide a better client experience.” She
acds that where Tirms start with the cloud
should be determired by their business
sTrategy.

Bu. there's a =0ll a lo. Lo play Tor ia Lhe
clodd, pa-ticularly CRM and  perhaps the
algpkhart in the reom - Micresoft's Office
26S%. Under a quarter of respondents (27%)
are olann'ng to adoot Cffice in the cloud,
and only 16% arc alroacy using it - which
miay woll boe bocause, according Le one of
this report’s sponsors, at present it isn't

19%
15%
137
35*
Case Document
management managemeant

truly compatity @ with mos? legsl software,

DON'T STEP INTO THE BREACH
Pockets of resistance to the cloud among
SME legal cusinesses may be becadse a few
are clingirg onto the idea that it's less
secure than internzl servars - but suppliers
usually have more tima and capital to invest
in Lheir secericy Lhan Lbe averags SME law
fir~. wnich maxes it a great deal safer.

But SMZ legal busingsses may alreacy
know that, since adr research suggests SME
firms are clued up enough abous
informatior sccur'ty To bave tno subjoos
ey o Lhe'r managoman. meeling
agercas (24%) and rmost have adeopted
soldticrs to codnter cyberatiacks (B7%).

[orpes at Ashions says: "SME law firms
are particularly susceptible to cybercrime
boecadase their security may not boe as
fermidab:e as al larger organisalions, bul
they still conduct large transactions. It's
extreme vy pleasirg o see that the market
as a whole is taking thea threat sericusly and
taking steos to fight it”

But ~he porceived threat theso dark
digilal Torces posoe may be s ldly shorl of
the mark compared te the actdal threat
level to SME law firms - which is ooth

SME law firms are
particularly susceptible to
cvbercrime becatse their security
may not be as formidable as
larger organisalions, bul they
stitl conduct targe lransactions.

Tabatha Farbes, CIO, Ashtons Legal
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16%

19* | 16%
10% 1%
25* 34
CRM Matter
systems management

Is your firm planning to adopt
Microsoft Office 3657

35%

@ we already use it
® Yos

@ No

@ Don't know




Is cybersecurity high on your
firm’s management meeting
agenda?

32

® Yes
@ Mo
@ Don'l know

concarning ard dangerods. On a scale of
7ore to 10, tho average threas lovel
resoondenls said cyboera. leck posed Lo Lhelr
firm was 5.2, This may be because they
believe They have tha tools They reec o
‘byte back' against cybarcriminals, o That
theyv'ra too small te be a target.

Alan Bar-ott, head of 1T at Surrey-basod
firrm TWHM Sol'c'lors, =ays SME Tirms are
fooling thermselves If they believe digital
criminals aren't a mJdca oigger threat,

“Respondents that enteraed anything less
than eight on the sca e of zerc to 10 are
naive. It's a hage threat that could
polentialy doezroy small or madiorm-sizoed
businesses. and those that don't realise this
are potantially setting themselves Jdp for an
ancrmods Tall” He adas that though ~most
resnondents said information security is on
thoir management meeting agenda, iT's
impar.ant Lhat they Lalk about the righl
things. "Firms need o work out how to
affectively train their staff to combat
cyberattac< and ensure that tahey have the
right sclutions in olace to keeo thermsalves
zafo”

SAVE THE DATA

But iz isn't just important for firrms to <eeo
their data zafe - firms reed o maks Jsze of
zll of the inforration they gather to help
thom dig deop into the busiress, and work
odowhas they doowe | and whore Chey can
make improvertents,

& key area for analysis, inany basiness, is
always finance, Our results show that, on
the face o® it, SME <irms do exceptionally
woll on how they can deliver ad hoo reports
- over hall of resporcenals (57%) said Lnoy
could do it in under a day. Good news, since
the petter thelr access “o information The
better firms a2 able to plan, badger and
scooe work out for clierts, 2u7 this stil
leaw 6% saying it takos thom over 2 day
Lo oo, with anolaor 7% anable o do i as sl

and because juzt 12% said They have &

Has your firm adopted some
kind of technology solution to
manage hacking threats?

® Yes
® Mo
® Dol know

dedicatec business intelligencea system, their
reporss may not bo as geod as thoy
prerbaps could be

Startdp at DW Harris & Co says SME firms
generat ng ad hoc firarcal recorts in less
than a cay are likely compiing them dsing
basic daza - out that may be encugh for
smallor businosses, "Most SMEs, from a
linzncial oospoclive, have quile ransoaren.
okjecTives n terms of how they measure
cheir kusiness, As long as they nave some
form of SQL server to ho'd all data, it'’s
quite easy to oul a simple repart that
shows you hewe well you're doing”

Arnd whal aboul pricing? The days whon
firtns codld charge kased on time anc
seniority of fez earrer are largsly gons -
the rise of internat search engines and the
recession have seen to that. Consamers are
rmore capaby ¢ and willing o browse the
rmarkal, soil's more mporlant Chan oves Tor
legal businesses to price services
appropsiataly.

Mgain, resoonderts were confidert That
their firms have what they need o ge? tha
price right. Cver half (59%) agreod or
slrongly agreod Laal Choeir Tirm's parlners
and fee earners had the lght tcols to
assess Tnz cost of thelr legal services, and
64% =aid “heir Tirm has t12 data to enable
pricing to “be done right.” Buzt this
confidenca is remarkably bullish comparod

Respondents thal entered
amything less than eight on the
scale of zero to 10 are naive. Its a
hitge threat that could destroy
small or medivm-sized
htisinesses,

Alan Barrett, head of IT, TWM Solicitors

On a scale of zere to 10, how high
Is the threat of cyberattack on your
firm? (10 is the higest level of threat)

How long does It typlcally take to
tespond to and generate ad hoc
financial reports for partners {or others
that request them) at your firm?

@ Under a day
® Up to 24 hours
® Inside a week
@ Longer
Reports are generated at fixed times

Does your firm have a dedicated
business intelligence solution?

@ ves

® No, we use built-in/
pre-provided tools in our PM5

@ No, we use reporling based on
sppreadsheets
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Da you agree or disagree: My firm’s partners
and fee earners have the fools to correctly
assess the cost of work they do.

I 5 4 % @ Strongly disagree
@ Disagree
. @ Undecided
5% Agrea
Slrongly agree

My firm has the data that it needs to enable
the people who price work to get pricing,
and the cost of the work to be done, right.

5g8% ® Disagree
@ Undecided
%, Agres
5
Strongly agree

I © Strongly disagree

to resdlts from top 100 firms - 20% o Briefing Legal IT
Langscapes rsponcs said their firms’ partnors have the
righl cels and A3% said Lhoy have Ihe daaa ey need Lo
effectively work out the cost of services

This bullishrigss may irdicaze a mismazch betwesan
dnderstanding and confidence - we don't know, bat it
certainly couldr’t be ruled out. But, then again, accarding
te Forboes at Ashtors, porhaps not: "SME firms potentially
do have whal hoey neoce Lo picce Lloge hor the puesle wilh
their cients in ~'nd which rmay be Testament —o
operating in a mid-tier rather than larges firm. Smallar
firms have areater flexikility and lass daza than larges firms
to cortand with, so thase rasults may well be accurate”

Lakhzani 2t ASE Law adds that it's vital that firrs have
Lhe wrahl Lools Lo correclly assess coss, bao i isn'L jusl
2004t having the right daza. "Ascertaining the value of
legal zervices to clients is also vital in accuratzly costing
legal services - which you can do just by talk ng to tham.”

Though SME egal st'll has a long way 7o go in its usa of
technology, cloarly an ancrmous amouant of arogoss has
heon macoe since we laso pakishied ar LEM Legal [T
Landscapes «eport. Cloud is floating fast towards us and
SML legal bLsinesses are embxracing the need “or greater
rnobility and cliert engagement, facilitated by technalogy.
Thare is perhaps a cartain overconfidence in the market,
part’cularly around irformation scoarity, but we car't fault
Lhe induzory Tor ils oplimiss We leck Torward Lo seeing
how much, or if, the scenery nas changed naxt vear

WHO’S IN THE HOT SEAT?

In this year's LPM Legal IT Landscapes, we also
found out that a slim majority of SME law firms
{51%) have an IT manager/director in charge of their
IT operations - and tellingly, only 7% of firms have a
partner in charge.

Wheo in your firm is responsible
for IT operatlons and services?

@ T manager or director
@ Practice manager or director
@ Designated partrer
Outsourced provider
Other

| 51%

But perhaps what's more telling is our results on
whether respondents believed real management
power is a myth in traditional partnership structures
for businass services roles.

Do you agree or disagree: For those in
business services roles, real management
powet is a myth in ‘traditonal’ partnership-
structure law firms.

107 2l

33% 25%

@ Strongly disagres
o @ Disagres
8 /3 & Neutral
Agree
Strongly agree
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