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LEGAL PRACTICE MANAGEMENT

FACING THE

STORM

We flive in an increasingly unstable world. How
do SME firms manage risk better to survive and
grow In this environment?
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Concerned about
Cybercrime and
the implications
for your practice?

WE HAVE THE SOLUTION...

CYBERCRIME & DATA PROTECT HAS BEEN CREATED TO INDEMNIFY AND ASSIST LAW FIRMS
FOLLOWING A CYBER INCIDENT.

In the event of a cyber incident or breach, a dedicated breach response team will provide assistance as well as
ensure compliance with notification and regulatory requirements. Our incident/claim notification process is
simple, available 24 hours a day to triage your notification and make contact with the relevant breach team.

It is essential that experts respond immediately following a cyber event.
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Our UK Professions team provides insurance broking and risk management
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Bad stuff happens - t seems that almost every other systems or data breaches.

the trick is not to be a morning, business leaders wake up to In many ways, the world of commerce is
C . . another worrying story about an more vulnerable and volatile than ever

victim. Patrick ngrove organisation that’s been hit by disaster. before, and the SME legal market isn’t

SD@@RS to SME ‘ega‘ Last month, for example, we saw that the immune to the increased instability. Simon

-

leaders to find out how Winter Olympics’ website went offline and  Slater, CEO at London firm Pemberton
firms can crush their risk TV and internet systems were disrupted Greenish, says there are plenty of new

mamagement for 12 hours after it was hit by a ‘ and old lthreats out there that are likely to
cyberattack. We suspect that there will be keeping legal management leaders
have been plenty of other disaster stories awake at night.
- or at least articles forecasting “Every law firm has its own set of
catastrophe - since this supplement went  priorities, of course, but there are threats
to press. that are common to all practices, and

It’s not hard to see why commercial which will likely feature highly on their

calamity so often appears in the papers. agendas. Money laundering and
Companies have always had to deal with cybersecurity are currently big concerns,
the prospect of disease, environmental and since law firms are people-based
crises or financial instability running organisations there’s always the risk of

rampant and hampering operations. Today losing key members of staff.” Jamie
they must also battle a barrage of cyber Abrahams, operations director at London
threats, such as digital crime, failed firm Harold Benjamin, adds that the EU’s
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Jpcoming Generzl Data Protection Rogulation is
licexly also a Lop prioricy Ter Tirme,

“Most of cur risk focus is carrently cr the
GLPR. We've been working cn it for over a vaar
now and are getling systems intc a position
wherg we can manage ris< ir the futura”

OFf course, Tirms must Fad 2 way to sarvive and
growv in Lhis envirenment. The koy oo thal
cnallerge is enzurng that the firm has rclbus? risk
rmanagement processas and people to run them
to help it avoid, mitigate and suppress threats.

It's the fee earner's job to oo that for cliants,
but who deos that for vour firm? Hint: there’s no
fairy gedmoe her. Then, how do you ansare Thoze
people report on risk properly? A new trend is
emerging of ‘'gamify'ng' risk management
trairing, so parhaps SME aw frms see mileage in
that.

Thoso Frns that impreve their risk managorment
can roap rewards bovond reorae sarvival, A well-
managed odsiness s typically a more efficient
and competitive kusiness, and often has lower
overheads, sirce oetter claims records lead o
lower professicral indemnity insurance rates.

EXTRA HOT RESOURCE

The first chal enge for legal busiresses in risk
management 1z how to resource it, SMEC firms
don’'t necessarily have the resources to employ a
dedicated risk manager - anc the rotion of a
whaolo risk department 's but g fantasy for most -
biul scme sorl of risk framawork needs Lo oe
estaolished nonethe ess,

The trick, of course, is placing accodrtalzilizy
with the right pecple, Mike Culoin, CEDO at Essex
firm Gepp & Sans, says his firm's risk resource
ztrategy has been to give rosponsibility “o a fow
ke miarmbicrs of slall,

“Our COLP oversees the risk review process
within the Tirm, baz | in a sznse. perfor~ the Tasks
of a risk manager withir my rale as CEC. Our
compliance managear has also been tasked with
kooping an ove on our risk outlook. We glso hold
a guarlarly sk review moeoelng, which is allended
by key pecpe from each department.” He adds
that risk management resource should be defined
and rigidly structurad, Slater at Permberton
Greenish agrees with Cubkin and adds firms
rmight wart to consider sottirg uo a dodicatod
risk commi.lee

“Firms need & cormmittee made up of peoole
with cefined rcles - and net just the roles they
are requirad to have by law. Such a frameawork
will ensare the firm monitors risk properly and
koops abreast of any changoes” He adds that his
firrm's commicee is comprizsed of depades, a cala
protecticn cfficer, money-laundering reporting
officer, mcrey-laundering compliance officer. and
a senicr paralegal in ¢harge of ensuring file
revigws happean.

“Wiher people work e this king of structurs, it
makes ceporling much easior Since ek is Delloer
covered, we won't lose a lot of money through

1 Firms need a commillee made up
of people with defined roles  and not
just the roles they are required |
to have by law. y

Simon Slater, CEQ, Pemberton Greenish

claims or face 2 rise 1 our pramiums. But more
than that, the presence of a commitioe sends a
signal Lo our praclilionars thal Che Tirm Lakoes risk
managemeant very sericusly and that there's an
expectation on Tnam to follow the right policies
and procecures.”

And making sure employees understand their
rele in risk managomaont is impaortant, sirce
responasibilily ullimalely Talls o everyore in the
busiriess. Duncan Edwards, SO at Berkshire firm
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Fitrnans Law, says that while the firm's risk profile
iz ezsentially managed by the CO0 and
managing partnar at his firm, risk maragement is
shared amang the entire workforca,

“The messagoe that we sond very strorgly
across Lhe T, waich employoeoes have reacied Lo
very wel, s that risk is everyone's basiness, The
firm has a virtual tearn of people who meriter
rizk on a regdlar pasis, such as the fnance team
and rme, but everyone is accountzila”

TECH A RISK

Risk rezcurcing doesn’t stop at pecople  The
orovision of technelogy also pays a part in how
well threats are managed. Firms can invest in
solutions that mitigate the potential for disaster,
whoethor that's leely to come from ovborerime,
money launcer ng or the long-Lerm loss of koy
mermbers of staff, Edwards at Pitmans says that
since his firm has a speciality ir corperate work,
data breach s @ key risk Tor it - so the leadershig
decided to invest in a robust set of IT sacurity
arnteools.

“We have a good lovel of seourily coverage in
alace to slop malware or hackers getting
arywhare near cur product’on ine, Anc we have
a gooc regdlar ‘'nternal communication campaigr.
which we orgarise through our email systems,
and we use that to inform ereoloyoes about
changoes Lo bne cybercrime landscape” Fo adds
that firms snodld kase tech investmen? oh thelr
Algh-priority risks,

"7 the firm does a lot of irtarnational wak,
where lawyers are constantly travelling to meet
clienzs, then traval disruprions might oo the
oiggesl risk Tor the Tirme I chal case, Lthoy could
invest ir agi e working techno ogies —o ensdre “ge
zarners can work from wheraver thzy can find o
decent irtarnet conaneczion.”

A5 well as tech sclutions that addrass soecific
threats, firms can also resourca risk managamaons
wilh syslams Lhal be'p manage risk. Richard
Clark, COO at Manchester firrn CFG Law, says
that firms can rmore easily reduce the risk of
disastar If they're belter able to monitor threats.
“Wa use z systaemn that halps us keao track of Tne
ey risks to the basiness. Those can then b
looked al T-om Lhe basis of Lheir impasc. on Lhe
client and or the firm and itz reputation.” Cuakbin
at Gepp & Sons adds that such technologies are
oarticu arly usefu tor SME firms without a risk
manager o° ded'cated risk department, because
thoy will auatomartica ly promps staff to undortake
Lhe rignl processoes al Lo righo Lime.

“For exarnple, odr solaticr flags up when

The messuge we send very
strongly across the firm is that risk is
evervone's business. Everyone is |
accountable to a degree.

Duncan Edwards, COO. Pitmans Law

certair risk goa's haven's neen achieved by
certair deadlings once the cliant cormes ir. And
ecause wea know that., we car more easily get
our people cigg'ng into the issue and getting To
“he bottom of it”

NEED FOR SPEED

The Jdltimate outceme of geod resourcirg, of
course, shadld be the ability to repcr: on the
strategic ard financial impact of risks - ard fast.
Tho sooner risks are brought to lignT or

ol celvely analysed, the saloer Lhe Tirm wil be, se
firms shoule heve syszerms in place o he o them
do that - whether they ke tech- or file-oasad.

Slater a7z Pemberton Greenish says a cora risk
managemant tool 2t his firm s the traffo-light
sysTore. Uraffic ligkbting holps us catogorso risk
bry Lo level of dangoer 'L prasents co e Tiom end
how prepared we are for it - it's essentially &
form of risk triage. If something is classified
‘green’, it's under cortrol, Amber’ reguires a
watchful eve, and 'red’, of course, means
fundamaoenzal improvemants o poel'cos and
processes need Lo be madae”

Edwards at Pitmans adds that firms may alsc
want te issue categorisations that enakle risks to
e looked at from a firm-wide perspectivea.

“Categorisations are about making sure the
husiness has an appreciation for risk at difforent
levels ane ar understending of whal is wilh'n and
outside the firm's control 1T enables us to look at
ris< from a client. operational and strategic
perspeciive and ensdre that the main arsas of
“he busiress are coverec. We need tha: because
che risk vou sco in tho property market, for
axemole, may boe radically d'Teent Lo Lhal in Lhe
pensions market”

Of course, an effective risk analysis can't be
carried odt dr ess The right processes and
pclicies are in place to 2nsure staff actually
report as they're asked. Cuobin at Gepo & Sons
says processes must e palin place o cover «
issues sdch as client complaints, for example.

“We have a staff handbook which guides staff
chrouah the process of regorting when they feel
that something isn't guite right. One thing | did
waon | came o the firm was to produce a
Mowvenarl coomake 1L easior Tor slall Le krow wnal
“hey heec o do”

Gut Akrahams at Harold Benjamir points ous
“hat 't doesn't matter it tha right orocesses are in
place if staf® are afraid to report when something
DO Wrong.

"Il gnodl encodraging people Lo zell-reporl,
and the only way you can co that is if you

1
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I am not convinced aboul
gamificalion in the slightest, Bul I
have a good friend from university
who has ¢ PhDD in change and
feadership, and she's a
huge advocate of it.

Richard Clark, COOQ, CFG Law

operate a blame-free culldre, We dram it
into odr s7aff that i they put their hands up

when scmeth ng has gone wrong they won't

face the imminent wratn of the leadership.
"Obwviously, we do take somo actions,
dependirg onowhal has goene wrong - oul
ulzimately the message is that if vod hide it
and it later comes out of the woodwar, the
consequeances will be much more severe.”

PLAY THE GAME

Bu. ullimalely sla™ won'. know how Lo
repost and mitigate ris< i© they arer't
effectively Trained. Slater at Pemberion
Craenish zays traning ‘s an integral cog of
the firm's risk management macnanism.
"Since risk rearagemoent utmatoly comaos

dewn Lo everyone in Lhe business, hoy
reed 7o know wha? to do and what to aveoid.

Car training tends to be guite tooic driven -
it mignt be money-laundering, cllent dus
diligence or the GDP=. Wa've retained a
spocelist complance lawyer to aoviso Js.
and parl of chal involves giving craining Lo
the firm.” The trick, he adds, is rmaking sdre
thazt the training is interesting enough to
keep employees engaged and give Them a
better chance of remembering the'r Training
at crunch tirme.

Crie way Lraining mighl be rade maore
interesting is througn garmificatich - when

employees are Tadghbt risk managerent
through the structure of a videc game. But
the jury ‘s s7ill out on that one. Abrahams as
Harc o Benjamin says Lhe concepl mightl
seem a bit tacky to well-educated people in
lewy firms.

“We've used multimecia resourcas Tor
trzining in Tne past and most peoole
thought it was rathor gimeicky aro a oit of
a novelyy,  suspoecl Lhal people would think
the sarne thing akout gamification.” Clark at
CFG agrees with Abrahams That that should
oe a concern for law firsg, bat admits the
concept migat still have merit,

"am not convinced about gamification ir
Lhe slightesl Bul | have a goeod Mriced Trom
Jniversity who has a FhD in change and
leadership, and she's a huage advocate of
gamification. | persanally haven't given 't
the time of cay but | know | nead to sperc
~nore time looking at o7 Edwards &
Piomans, on tho olhoer hand, sees
considerable mileage in gamifcation and
says It could enable risk raining o reach &
aigher standard.

“'mi a big fan of the icea. The beneafit of
garmification is that it makes a ratnor dry
subdech much more inleresling and allows
oeople to see risk Trom different
oerspectives because games oftan put
oecple inte different personas.”

Fisk is a tricky thing for firrms to get right
occause 'ts cnormously complox and time-
consumirg, and il's booorme mach harder in
recent years, But if firms can crush their risk
~anagement through the develooment of

orocessas and policies and good raescurcing,

they should be ak e o avoid becoming a
victim of bad stuff. And tosting out wavs o
~ake Lraining ir a alhor dry subjoecl a bil
~ore interesting wouldn't 9o amiss.

! FIRM FACTS

Pemberton Greenish

Revenue: £12m

Corporate status: LLP

54 fee earners, 92 fotal staff

Offices: London

! FIRM FACTS

CFG Law

Revenue: £4.5m

Corporate status: LLP

46 fee earners, 75 total staff

Offices: Stockport, Cheadle

FIRM FACTS

Pitmans Law

Revenuye; £20m

Corporafe status: LLP

135 fee earners, 175 total staff

Offices: Reading, London,
Southampton

I FIRM FACTS

Gepp & Sons

Revenue: £6.4m

Corporate status: LLP

41 fee earners, 95 total staff
Offices: Chelmsford, Colchester

FIRM FACTS L

Harold Benfamin

Revenue; £9.2m

Corporafe status: LLP

53 fee earners, 86 total staff

Offices: Harrow, London
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Try the smart solution to stop
information leaks over email

cleanDocs is the only solution to offer recipient Send the right information to the right person
checking and metadata cleaning in a single product,  every time and remove the risk of accidental

as protection against accidental data breaches. lcaks. Learn more about cleanDocs at

Users won't have to change the way they work since docscorp.com/cleanDocs

the cleanDocs Microsoft Outlook add-in only pops

up when needed. Then, you can check and confirm

each emall recipient and attachment on one screen,

and in just a few clicks. Plus, you can rapidly clean D C

email attachments of hidden metadata to prevent @ 0 CS 0 rp

leaks of often-unseen information. Work smart



hat does risk management mean to

a law firm? Essentially, it means

keeping clients happy by providing a

good service within the law and
rules set by the profession. In those terms, many
factors apply to managing risk, but perhaps one
of the biggest and most troublesome is human
error. So, how do firms go about reducing
mistakes made by people?

Lawyers can provide less-than-optimal advice
for various reasons. They may lack awareness of
the law or recent or imminent changes to it or
be prone to inadvertent mistakes, such as using
out-of-date precedents. Fee earners may also
lack knowledge of the client’s market, which
means the advice they provide is irrelevant or
inappropriate, or they may use inefficient

10 LEGALP CE MANAGEMENT
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Kirsten Maslen, head of small law firms at Thomson Reuters,
outlines how firms can reduce risk by ensuring greater
accuracy in document production

processes which lead to high costs.

LEGAL KNOW HOW

So, let’s start with legal knowledge. A high level
of understanding of the law is what enables
lawyers to provide a valuable service to clients -
but the law is constantly changing and fee
earners must use resources effectively to
maintain and update their knowledge.

There are many ways to do that, including
signing up to Thomson Reuters Practical Law and
Westlaw UK alerts, and reading law, government
and regulator reports and briefings published by
law firms and chambers. Lawyers might also use
other mediums, such as webinars, podcasts and
e-learning resources, or attend conferences and
training sessions.




INDUSTRY ANALYSIS

ABOUT THE SPONSOR

Thomson Reuters delivers best-
of-class solutions to help legal
professionals practise the law,
manage their organisation and
grow their business. Solutions
include Practical Law, Westlaw
UK, Contract Express, Drafting
Assistant and Firm Central.

legalsolutions.thomsonreuters.
co.uk

THOMSON
REUTERS®

the answer company™

The number of lawyers
in private practice in
England and Wales

The average number of
hours a lawyer spends
on drafting each day

A key challenge for firms is making sure
new knowledge finds its way into
precedents. This knowledge management is
time-consuming, but systems, such as
Practical Law, provide up-to-date coverage
of new law and ensure any consequential
changes are made to its precedents - so you
can be sure our templates are up to date.

The Law Society’s last legal services sector
forecast predicted comparatively modest
growth in the legal services market for the
next three years. Contributing factors include
Brexit, which presents threats and
opportunities to the legal sector, and a
predicted 8% reduction in residential
conveyancing transactions from 2016 to 2017,
which is not predicted to recover in the short
term. With these challenges ahead, firms
need the right tools to support them,
including a solution that enables lawyers to
get up to speed quickly in 28 practice areas
and easily follow the latest developments in
the law.

It’s important for law firms to get hold of
information even before it becomes news.
Last year we introduced functionality to
Westlaw UK to enable lawyers to track
versions of a bill and see how it could impact
existing legislation. This ability is essential for
those firms advising clients on lobbying
activities, upcoming or proposed changes to
the law, and any transitional arrangements to
mitigate the impact of Brexit.

In addition, lawyers are going to need to
keep track of an increased amount of
secondary legislation coming out of
government departments as they create
rules in a whole range of areas previously
governed by Brussels. Tools such as our

SPONSORED EDITORIAL

The amount of billable
time written off in
relation to drafting

interactive Brexit timeline on Practical Law
will be heavily relied on. “The depth and
breadth of the information available on
Practical Law mean it is my primary tool
when carrying out legal research. | find the
practice notes particularly helpful and the
fact they are maintained provides peace of
mind that they contain the most up-to-date
information,” says Richard Burgess, a
solicitor at Lester Aldridge.

DON'T DODGE THE DRAFT

Much of a lawyer’s product is a document of
some sort, such as an email, contract or
court document. As such, it’s a risky area for
firms because documents need to be
accurate. Accuracy depends on a lawyer
having the right tools to create and perfect
those documents. And as the legal services
market competes to offer clients more cost-
effective and targeted services, more firms
are using tools which save them time and
reduce risk.

Over four-fifths of clients surveyed (86%)
in our 2016 small and medium law firm
survey, who had used a small law firm in the
previous year, were happy with the quality of
advice they had received. But those with
criticisms cited three sources of frustration:
communication, cost and speed. Tools such
up-to-date templates and proofreading tools
can speed up the drafting process and
alleviate these complaints.

BUSINESS EFFICIENCY

Richard Susskind became famous in the legal
world for advocating the need for
systematisation in law as a means of
delivering cost-effective legal services. That
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Drafting solutions from Thomson Reuters

Our solutions help legal professionals to work faster, better and smarter. Choose Contract Express
to create your templates, to share with your clients, and set up your own workflows and approval
processes. Combine this with the scanning ability of Drafting Assistant alerting you to errors or
inconsistencies in your legal document.

Take the first step to increasing efficiency, mitigating risk and enhancing client collaboration.
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THREE STEP RISK REMOVAL

Kirsten Maslen at Thomson Reuters outlines three ways to reduce risk
when drafing documents

standard documents. It’s probably what lawyers on the other

side are using. A subscription to Practical Law will show you
the underlying drafting notes enabling you to quickly identify the
approach taken by the document.

1 Start with a good template. Check out Practical Law’s

capture your experience into your processes? Automating

your templates and building up a playbook within the
template itself - your approach to advising clients on specific issues
- is invaluable. Junior lawyers can quickly create final or near-final
documents, guided by the questions and drafting notes which can be
built up matter by matter to create a single all-purpose precedent.

2 Embed your experience into the template. How do you

Assistant, which is integrated with Practical Law and

Westlaw UK, is one such tool which checks citations for
accuracy as well as cross-referencing and the usual formatting
gremlins. Our customers reported that Drafting Assistant reduced
time spent proof-reading by 65%.

3 Proofread. Yes, there are tools to do this too. Drafting

* Quicker contracts: a case study from Kerman & Co -
info.legalsolutions.thomsonreuters.co.uk/cecasestudy

DOCUMENT AUTOMATION BENEFITS

‘ Any work which relies on a
template can benefit because
step-by-step questionnaires
Control risk Improved cost clarity Time savings/efficiency ensure documents are always

tailored appropriately to the

circumstances. , ,

Sharing of legal Focus lawyers on Easy to update
knowledge adding value not
routine drafting

Data capture Higher standard of Competitive
work
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position has been largely accepted by firms that have
embedded best practice into workflows, templates and
know-how.

One of the best examples of systematisation is the
process of document automation, which can be done
through tools such as Contract Express. The most
obvious benefit is saving time and therefore cost of
drafting by speeding up high-volume work.

Document automation is not just good for high-
volume work. Any work which relies on a template can
benefit because the step-by-step questionnaire ensures
the document is always tailored appropriately to the
circumstances. By creating templates, you also reduce
the risk of human error involved in creating documents
manually each time you need them. And if the matter is
complex, triggering multiple related documents, such
as schedules, letters or licences, information entered is
replicated across that package of documents -
ensuring higher accuracy while saving valuable time.

HELP YOURSELF

Technology incorporating workflows or decision trees is
increasingly used by traditional law firms and new
entrants to the legal services market to provide
additional services. Chatbots such as Do Not Pay, a free

CE MANAGEMENT
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tool that helps users challenge parking fines, could be
seen as a threat to firms - since they show how legal
information can be delivered through automated
questionnaires.

But some legal services providers are building
services based on this technology, whether as a
marketing tool, a client value-add, a ‘freemium’ service,
or as the basis for a monetised service, such as Rocket
Lawyer, which enables its clients to create legal
documents based on templates for a monthly
subscription.

Contract Express can power a client portal where
clients are guided through a guestionnaire that
populates first drafts, or even a suite of first drafts,
making that first stage of taking instructions and
producing first drafts quicker and more efficient. Or it
can also allow clients to fully self-serve, for example by
compiling certain routine documents such as services
contracts or confidentiality agreements.

These tools can enable law firms to design services
which meet clients’ needs for responsiveness at scale
and so differentiate the firm from its competitors. Or, at
a minimum, they can be used to save fee earners time
by assisting with onboarding, triage or the creation of
first drafts. .




e di

L

culdn't it be an ideal world it lawyers

codld operate without risk? Well that 's

clearly not the caso, which is why ovory

Lk Tawe Tirmm is recuired Lo heve
professional indemnity insurance (P,

Gut because firms are fercad to ouy 17, mary see iz
zn ‘expersive compliance’ recuirement rather than
z vital piece of 2rmour o protact it should its risk
managoemaent fail to provent cisastor

Iy Lhe carrenl lancscape o polilical volalilily and
commercial uncerzainty. it's perhaps more important
than ever Tor practices tc gat the right cover and at a
competitive price - especial y for those anderta<ing
high-risk work,

Janice Ward, practico director at Hampshico firm
Larcomes, says ha. gelling thae right cover was
esseitial for her firm becadse much of i7s wors, such
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as residertia coaveyancing. is classed as higk-risk.

"As ' sare anvone involved in residert’a
comvoyanaing will ol vou, because of the complaxity
of corvevancing Lransactions, Lthings can and do go
wrong. & key pricrity for us was to get
comprehersive cover to mitigate the potenta
damadges involved in our work, and with a nariner
who uncerstands conveyancing and is happy to
manage that risk and suppoct us n tho work we do”

Bul wilh tha increasing threal o oyberorie, shie
adds, 2l may no ohger be enodgh. “The EU's General
Zaza Protection Ragulation is just around the corner,
and Pl won't cover firms “or a cata breach, So
another product we were keen 1o get a deal on was
cyhor insurance”

She zays Lha. naving a parlner tha is well-
connected with insdrers and has a good knowledge
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of the market means the firm can focus on
doing its day job. “The time and interest that
came out from the team at Paragon made a
huge impact when it came to our Pl
renewal, and in the end it was clear that
Paragon was the way to go.”

INSURER HANDS

Ward says that the key benefits of working
with Paragon were the broker’s strong
product and market knowledge and its
understanding of how solicitors and law
firms operate. But perhaps the most
important factor for Larcomes was Paragon’s
willingness to establish a solid relationship.

She says: “When you buy PIl, you're buying
a relationship not just a product. It’s
ongoing. We constantly have to deal with
issues and negotiations with claims, and we
need general support for our business, such
as looking at due diligence and training on
how to reduce claims and notifications.”

As well as its conveyancing work,
Larcomes also has a successful commercial
arm which is being expanded, particularly in
land acquisition and corporate commercial
work. But Ward says that, as part of this, the
firm deals with work for mesothelioma
sufferers (a cancer sometimes found in
people exposed to asbestos) and works
closely with a charity called the Hampshire
Asbestos Support Action Group.

“It helps a lot of sufferers with their
personal injury claim. And that is very
challenging, specialist work and requires a
lot of work locked up for quite a long time
with disbursements and heavy court fees
and sometimes engineer or medical reports.

“All of that work has to be funded. We get
paid after judgement when the client gets
their payout, but that can take time and is

‘ The time and interest that
came out from the team at
Paragon made a huge impact when
it came to our PII renewal, and in
the end it was clear that Paragon

was the way o go. , ,

often challenged.”

Ward says: “When it came time for us to
renew our Pll the first time, we actually
chose to stay with the ‘devil we knew’ so to
speak and didn’t jump ship to Paragon. But
because of the good relationship with
Paragon and the care they took with me, it
was always at the back of my mind. PII
relationships are a slow burn”

It all comes back around, she adds. In
order for the market to stay strong and keep
the firm’s head above GDPR and claim
waters, Pll needs to be worry free.

THAT CYBER STUFF

Cybercrime has hit headlines more
consistently over the past few months; from
scares to scandals, it's becoming an
increasing threat and firms need to cover
against it. And since choosing to go with
Paragon LawSelect for Larcomes’ Pll, the
firm has gone on to purchase its cyber-
security insurance as well.

Paragon provided not only professionality
and expertise when dealing with Larcomes,
Ward says it showed a genuine interest in
the firm and its needs. "With Paragon, you
see that there’'s a common goal and that
you're working towards that together as a
partnership. And the great part about having
Paragon cover our Pll and now cybersecurity
insurance is less hassle on my part to
organise all of that for the firm.”

Law firms can no longer ignore the very
real threats surrounding cybersecurity and
how they manage their clients’ data.

Larcomes has its cyber threats covered
and now with combined cover from Paragon
on cybersecurity and professional indemnity
insurance, the firm is set to deal with the
issues that come out of work itself.
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h ¥ More and more leaks are happening because of human error.
L= Ben Mitchell, vice president at DocsCorp Europe, sets out
,J'-J‘. now firms can minimise email risk

n early 2017, human error accounted for more

than half of the data breaches reported to the

Information Commissioner’s Office (ICO). The

mistakes were ones we've all made before, such
as sending an email to the wrong person. But those
errors will have serious consequences once data
regulations are tightened under the EU’s General
Data Protection Regulation (GDPR).

But there’s no way firms are going to stop using
email to communicate both internally and with
clients. So, the challenge for firms in 2018 is how they
protect themselves from inadvertent data breaches
without complicating the way they use email.

In the past, email product add-ins were
unattractive to firms. They slowed down email
servers, causing them to crash, and left users feeling
frustrated. We listened to our legal userbase when it
came time to develop cleanDocs, our metadata
cleaning tool for Microsoft Outlook. And we listened
to them again when we developed its new robust
email recipient checking function. Now, firms can
protect themselves against accidental leaks through
email in two ways - using only one solution.

We have all done it. Either we’ve clicked ‘reply all’
when we only meant to send the email to one
person, or we've mistaken a person for someone else.
Autocomplete can easily get it wrong if you have, for
example, more than one Sarah at your office. When
emails are sent to the wrong person it’s usually a
little embarrassing - but it becomes damaging when
the attachments or the email body itself contain
someone’s personal information.

The GDPR means firms will need to protect against
common email errors to avoid fines of 4% of their
annual turnover or €20m - whichever is larger. With
this in mind, we added a robust email recipient
checking function to cleanDocs so that mistakes are
fixed before they can cause a data leak. Now users
can work quickly without risking accidental breaches.

As soon as the user clicks send, cleanDocs will
assess the list of recipients for any domain names
that are external, public or potentially risky. The
sender must confirm that any addresses flagged by
the technology are the intended recipients. Firms can
also customise the solution to add more or less
protection, such as flagging ‘reply all’ or ‘reply’ to an
email with BCC behaviours.

And what about removing hidden information from
email attachments? Any document created in
Microsoft Office will have its own set of properties -
known as metadata. Metadata tells the reader more
than what is typed on the page. It can tell them who
created the document, how much time they spent
editing it and even what comments were made in
track changes. Exposing this type of information
could not only be damaging to a firm’s reputation, it
could also constitute a data breach if it contains
sensitive information.

For law firms, attachments can contain especially
damaging data. Think what would happen if a lawyer
emailed a spreadsheet of billing information
containing hidden cells. Hidden objects and cells can
be recovered by the reader if they aren’t cleaned
first. Releasing a file with both metadata and hidden
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data can result in leaked information if that
attachment ends up in the wrong hands.

Removing this data from attachments means
that the recipient will only be sent what they
would see printed out on a piece of paper. The
cleaning functionality in cleanDocs can wipe
these hidden cells, and any other metadata
attached to a file, before it leaves the user’s
inbox. Sub-second cleaning speeds means the
removal process won't slow down email servers
or cause user frustration.

The cleaning function works hand in hand
with email recipient checking to give users
complete control over what they are sending
and who they are sending it to. What’s more,
both measures are delivered through one

INDUSTRY ANALYSIS

product, one Outlook add-in, and are shown
on one screen. Preventing accidental data
disclosure should be every firm’s top security
concern for 2018. The GDPR gives citizens
more rights to how their data is captured and
managed and places even more responsibility
on data holders to keep it secure. Saying “I
made a mistake” won’t get firms off the hook.

With the right solution, preventing inadvert-
ent email data breaches can be done simply.
Let staff continue to work quickly but safely by
partnering with a technology provider that can
provide all the necessary tools in one easy-to-
use product. Send the right information to the
right person every time and remove the risk of
accidental leaks.
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.__ N an SME law firm

here is an interesting debate surfacing in the
light of the EU’s Fourth Anti-Money
Laundering Directive around how involved
senior partners should be in carrying out
know-your-customer (KYC) checks.

Increased focus on anti-money laundering and
counter-terrorist financing regulation has escalated
the importance of such checks within law firms - but
at what cost? Fee earners are important to firms
because of their ability to generate revenue by
winning clients and servicing their legal needs. So, is
it an effective use of their time to be onboarding
clients when the new directive has made it a more
time-consuming and cumbersome task?

The flipside, of course, is that leaving onboarding
to juniors or secretaries can result in more
information being requested from the client, delaying
the process or losing the client altogether. It can also
open opportunities for error which could lead to fines
from the industry’s regulators.

Wayne Johnson, CEO at Encompass, delves into who should
be responsible for anti-money laundering risk management

From personal experience of speaking with law
firm leaders, | find there is indeed a concern around
evaluating a new client’s risk and who is best
qualified to do it. The argument for partners to
onboard customers is relatively simple - having
brought them on through their business development
activities, they will know the client well and have built
an existing relationship. As such, it's easier for them
to request the relevant documents and ensure that
everything is in order before moving into the
proposal stage.

There are equally solid reasons for partners not
participating in the KYC process. The time they
spend looking at customer information on databases
or spreadsheets is time that could be spent bringing
in new business or doing more valuable work.

There is then an argument about who is best
placed to undertake the KYC checks to ensure
compliance with demanding and strict legislation.
Since the process of carrying out these checks has
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traditionally been about checking and
re-checking information held in databases or
spreadsheets (which isn’'t a partner’s
principle role) manual error may occur
because they are unfamiliar with processes
that need to be followed.

That said, partners should also be more
familiar with the client and the legislation
than more junior colleagues and therefore
better placed to execute a KYC policy. By
contrast, junior staff members may not yet
have accrued the expertise to evaluate risk
correctly, which could expose a firm to a
potential compliance breach. Their time is,
arguably, not as valuable as a partner’s, but
there is a strong economic case for having
less-senior colleagues undertake onboarding.

Today, many firms have found a
compromise that recognises the value of a
senior member’s time while also ensuring
that their sign-off is required before a client
can progress. Checks will often be carried
out by a mixture of junior staff and
centralised compliance teams, with high-risk
clients being escalated to the money
laundering reporting officer.

Whichever method your firm decides to
use - whether it's a partner or junior
colleagues in isolation or a hybrid of the two
- it’s imperative that it’s done correctly. The
money laundering regulations that came into
force last year are the strictest ever seen,
with regulators having the ability to fine or
sanction law firms.

In order to stay compliant with the new
regulations, it’s essential that law firms have
a flexible, formulated and verifiable KYC
policy check in place that takes clients who
will require enhanced due diligence into
consideration, such as politically exposed
persons. Critically, firms will not be able to
discriminate against those that can’t be
onboarded by simplified due diligence alone,

thus illuminating the efficacy of the policy.

For law firms who are looking to simplify
customer onboarding and save time and
effort in the process, there are solutions. By
using technology, senior partners or more
junior colleagues can onboard clients with
the greatest of ease. Software-as-a-service
tools can be used to run policies without
human interaction - so it doesn’t really
matter who'’s running it. Technology provides
firms with opportunity to involve senior
lawyers in the KYC process and leverage
their unique expertise with minimal impact
on productivity.

Alternatively, compliance can be
completely centralised without impacting
vital communication of client details
between compliance professionals and fee
earners. Finally, it allows complete oversight
of due diligence tasks being carried out by
junior staff members. Applying automation
to the KYC process provides assurance that
your internal policy is fully adhered to,
irrespective of who conducts the search.

Firms vary in sizes and specialisms across
the country - some prefer partners to
conduct the KYC checks, and others
delegate to junior colleagues or central
teams to undertake it.

What can clearly be seen, however, is that
those who utilise the power of automation
provided by technology save on time and
money, and lower the risk of not complying
with money laundering regulations down to
virtually zero.

The consequences of not complying with
the new regulations is too great to leave in
the hands of any one individual or team, and
for that reason it is far more efficient to have
technology undertake the process on your
behalf. And in this regard, whoever does the
KYC checks, technology can’t fail to get
every facet of the process correct.
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